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The Week, http://www.week.com/story/36583282/2017/10/Thursday/
alert-library-patrons-in-10-western-wisconsin-counties-affected-in-

data-breach



Hosted by ALCTS, the Association for Library Collections and Technical Services 

We have committed to privacy.*

*at least out loud
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—American Library Association 
Code of Ethics 

Article III

“protect each library user's right  
to privacy and confidentiality with respect  
to information sought or received  
and resources consulted, borrowed, acquired  
or transmitted” 
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ALCTS Guidelines

6. establishes a secure and safe environment for 
staff and users; 

7. fosters and promotes fair, ethical and legal 
trade and business practices;
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Securing patron privacy… 

from whom or what? 
how?



Hosted by ALCTS, the Association for Library Collections and Technical Services 

Omnivores 

Opportunists 
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—Courtesy of Angela Galvan, 
“Architecture of Authority,” 

https://asgalvan.com/2016/12/05/architecture-of-authority/
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A COMPARISON OF DIFFERENT METHODS FOR THE

QUANTITATIVE DETERMINATION OF SOIL ACIDITY

By

OTTO INGMAN BERGH

A Thesis Submitted for the Degree of

BACHELOR OF SCIENCE IN AGRICULTURE

UNIVERSITY OF WISCONSIN

1911
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SORIA, Krista M.; FRANSEN, Jan; NACKERUD, Shane.  
The Impact of Academic Library Resources on Undergraduates’ 
Degree Completion. College & Research Libraries 78:6, aug. 2017.
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The omnivores are  
inside the library.
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–Angela Galvan, “Architecture of Authority,”  
https://asgalvan.com/2016/12/05/architecture-of-authority/

I can value privacy all I want…  
but it’s workflows and systems that 
determine how accurate this is for my 
patrons.
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SIP2: Standard Interchange Protocol
Designed for self-checkout machines, which only ever 
communicate on internal library networks 
Did not require encrypted communication! 
Use extended to communication over the Internet with 
ebook vendors about patrons and their ebook checkouts.  
Oops. I can teach an undergrad to sniff that data. 
Do your ebook vendors encrypt SIP2? Are you sure? 
What patron data are you sending vendors over SIP2?
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NISO Consensus Principles on 
User’s Digital Privacy in Library, 
Publisher, and Software-Provider 

Systems  
(NISO Privacy Principles) 
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1. Shared Privacy Responsibilities 
As expressed in these principles, the ALA Code of Ethics, and the IFLA Code of Ethics, 
libraries and librarians have an ethical obligation—and in some cases a legal 
obligation—to preserve users' privacy and to prevent any unauthorized collection, use, 
or disclosure of library users' data. Publishers and software-providers, which operate 
through and for the library and its users, share in this ongoing ethical responsibility. 
Anyone with access to library data and activity should accept responsibility for 
safeguarding user privacy and data security and should have training in related 
standards and best practices. 
  

2. Transparency and Facilitating Privacy Awareness 

Library users need to be able to determine the extent of privacy protections provided 
and the boundaries of those protections as they use library resources. Libraries, 
content-, and software-providers shall make readily available to users specific, non-
technical statements that describe each stakeholder’s policies and practices relating to 
the management of personally identifiable information. These policies should also 
inform library users how they can protect the privacy of their data themselves. Such 
statements shall identify what data are collected, why data is collected, who has access 
to the data, how the data are stored and secured, when that data might be disclosed 
and to whom, and what the organization’s data retention and/or deletion policies are. 
  
Library users can best take advantage of the privacy protections afforded by libraries if 
they understand the extent to which their privacy is and/or is not protected. Means of 
communicating privacy choices to users include outreach, inclusion of library-user 
communication methods in systems design, and user education. All parties involved in 
providing services should effectively communicate those choices to users. Systems 
should be designed in a way that facilitate understanding of policies through the use of 
simplified management of options.   

3. Security 
The most current security best practices should be used as the baseline to protect data. 
These should include encryption of personal data while they are at-rest and in-motion; 
prompt updates of systems and software to address vulnerabilities; systems, 
procedures, and policies for access control of sensitive data; a procedure for security 
training for those with access to data; and documented procedures for breach reporting, 
incident response, and system, software, and network security configuration and 
auditing. 
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Each library user’s needs and expectations of privacy are different and may be 
contingent on circumstances. When personal data are not required to provide services 
as described in “Data Collection and Use”, libraries and content- and software-providers 
should offer library users options as to how much personal information is collected from 
them and how it may be used. The default approach/setting should be that users are 
opted out of library services until they explicitly choose to opt in. In cases where a user 
opts in to a specific service, they should have the choice to opt out at a later date, in 
particular when privacy policies change, and at that time have the option to delete data 
as outlined in “Access to One’s Own User Data” (item 10 below). 
  
7. Sharing Data with Others 
Libraries, content-, and software-providers sometimes need to share some data to 
provide content or library services, or undertake administrative functions. However, 
these parties must carefully consider the impact on the user's privacy before sharing 
data or information about their activity with third parties. Such considerations should 
include: the library user's consent; the user’s privacy interests; any legal prohibitions or 
requirements; the policies of that third party and their adherence to these principles; and 
the risks and benefits to the user and institution. 
  
User activity data to be shared should be anonymized and aggregated to a level that 
minimizes privacy risks to individual users, unless the user has opted-in to a service. In 
particular, possible exposure of the resource-use habits of individual users should be 
protected in conformance with the “Anonymization” principle (item 5 above). 
  
8. Notification of Privacy Policies and Practices 
To support the policies outlined in the “Transparency” section (item 2 above), privacy 
policies should be made easily available and understandable to users. These policies 
might change over time, so providers of library services should publish notice of any 
significant changes to their privacy policies, and there should be an effort to directly 
notify impacted users of any changes to the library’s or vendor’s privacy policies. 
Changes to policies should not be applied retroactively to user data without users’ 
consent except as required by law. 
  
9. Supporting Anonymous Use 
Libraries and content- and software-providers must recognize the right of library users 
to be anonymous, should they so choose, and users should be provided appropriate 
affordances. Not all service capabilities may be available while a user remains  

 
 
anonymous, but reasonable accommodations to provide basic services should be 
made. When the collection and retention of a user’s personal data are required in order 
to access library resources or deliver library services, the library user should be 
informed that anonymous service is not possible. 
  
10. Access to One’s Own User Data 
Users should have the right to access their own personal information or activity data. 
Users should be provided, in so far as is feasible, access to these data for review, so 
that users may request correction or deletion. Organizations holding these data should 
make their best effort to provide it. Some records may not be able to be deleted if they 
are required by the library, content-, or software-provider for internal operations or 
business purposes as described in “Data Collection and Use” (item 4 above). As an 
optional service, providers might make these data securely exportable in common file 
formats. 

11. Continuous Improvement 
Libraries, content-, and software-providers should continuously assess and strive to 
improve user privacy as threats, technology, legal frameworks, business practices and 
user expectations of privacy evolve. 
  
12. Accountability 
Libraries, content-, and software-providers should establish a culture of accountability in 
which data collection, security, use, sharing, and disposal practices and policies are 
reviewed and reported on a periodic basis. Accountability practices will evolve over 
time, but they should include, where appropriate, periodic reviews or audits of computer 
systems, security practices, policies, and procedures, preferably by independent third 
parties. The conclusions of reviews or audits should be available to libraries on request. 
 

 

 

 
 
 
 

untrackable
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People worth watching*  **
ALA Office for 
Intellectual Freedom 

Alison Macrina, 
libraryfreedom.org 

Angela Galvan 

Kyle M.L. Jones 

Andromeda Yelton 

Yasmeen Shorish 

Andrew Asher 

Tara Robertson 

Gabriel Gardner

*very abbreviated, unordered list



Thank you for caring.
Copyright 2017 by Dorothea Salo. 

This presentation is licensed under a  
Creative Commons Attribution 4.0 International license.
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Questions?
Dorothea Salo  
salo@wisc.edu
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